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1 Introduction

1.1 Identification

This Security Test Plan for the Microsoft Office XP Professional Beta provides test descriptions and criteria for accurate and comprehensive security evaluation of the Microsoft Office XP Professinal Beta.
1.2 Microsoft Office Overview

Microsoft Office XP Proessional is a suit of applications that run in Win32 OS (Microsoft Windows 95, 98, ME, NT 4.0, 2000). Many of these applications are core products of OAO software subscription. There are also many unsubscribe copies of Microsoft Office at JPL. As with the previous version, Microsoft Office XP Professional requires Internet Explorer for many of the suit’s functions and provides Outlook as an e-mail client.  Due to Outlook’s and Internet Explorer’s history of security risks JPL policy discourage their use. JPL’s accepted email client is Eudora. JPL’s accepted web browser is Netscape Communicator. Policing software use is nearly impossible, thus many Windows users are actively using Internet Explorer and Outlook.
1.3 Document Scope

This document provides for the security test planning, test objectives and test procedures (in the appendixes). Test scenarios, which provide specific parameters, test settings, and values for running each test, are stored electronically and can be easily retrieved. This security test plan (STP) is designed to provide descriptions and procedures of the security tests and success criteria for every type of vulnerability that Microsoft Office has suffered from in the past, which are listed in Section 2.1 of this document. 

1.4 Test Methods

The tests provided in this document are inherently tedious and manual. Automation is not possible. Microsoft Windows NT and 2000 can log many events, but most events that need to be monitored in this test plan are not logged or cannot be easily identified in the log files.

1.5 Notation

Microsoft Windows 95, 98, and ME is often referred to as Windows. In this document, Microsoft Windows 2000 is also called Windows. In this document Microsoft Office is also called Office. If a version name or number does not follow “Office”, it refers to Office 2000 and XP. 

1.6 Plan Approval and Maintenance

None.

1.7 Controlling Document

None.

2 Test Planning

2.1 Testing Process

The security tests of the Microsoft Office XP task are performed in a series of tests. Each test verifies the existence or absence of security vulnerability. The security testing will be conducted for the following security vulnerabilities:  

Install:  Observe and record the installation of Office.

This confirms that Office setup is operational, and it behaves as expected.
Functionality:  Conduct various operations in Office.

This confirms that the applications are operational, and they behave as expected.

Outlook Attachments:  Test Outlook’s behavior with e-mail attachments.

This tests how securely Outlook handles attachments of email messages. Many worms and viruses are spread from e-mail attachments, especially in Outlook.

Outlook HTML:  Test Outlook’s behavior with HTML formatted e-mail.

This tests how securely Outlook handles HTML formatted email messages. Malicious scripts embedded HTML can potentially be executed when it is viewed.

Word Disable Macro:  Test Word’s security setting to disable macros.

This tests how well macros be disabled in Word. Many worms and viruses are spread from macros.

Baseline:  Record the default security settings of Office and Internet Explorer.  

This tests the default security settings, which are the setting that most users use de facto, since most users are not concern about security.

Word Enable Macro:  Test Word’s behavior with macros running in Word.

This tests how securely macros run in Word. Many worms and viruses are spread from macros.

Outlook Macro:  Test Outlook’s behavior with macros running in Outlook.

This tests how securely macros run in Outlook. Many worms and viruses are spread from macros.

Malicious Internet – Internet Explorer:  Test Internet Explorer’s ability to utilize Office’s vulnerability.

Malicious scripts embedded HTML can potentially be executed when it is viewed.
Office Upgrade:  Observe and record the installation of Office XP over an existing installation of Office 2000.

This tests how completely and correctly Office XP will replace Office 2000 in a Windows installation. Many users who will use Office XP will be installing it over Office 2000. Windows users tend to not be careful with such operations.

Malicious Internet – Netscape Communicator:  Test Netscape Communicator’s ability to utilize Office’s vulnerability.

Malicious scripts embedded HTML can potentially be executed when it is viewed.
Word HTML:  Test Word’s behavior with HTML.

This tests how securely Word handles HTML. Malicious scripts embedded HTML can potentially be executed when it is viewed.

IE5 Security Zones: Test Office XP’s affect on Windows 2000’s IE5’s security zones settings.

Having settings changed by Office XP’s installation can cause unexpected system behavior.
Word Template Code: Test Word’s security behavior with Macros embedded in Templates.

This tests how securely Word handles templates. Many worms and viruses are spread from security holes.
2.2 Testing Policy

2.2.1 Software Configuration Control

The exact same environment (hardware, OS, drivers, patches) shall be used for all tests in a test series. To insure this, Norton Ghost images shall be taken immediately after Office is installed. An image shall be taken for each Office installation, but not for the OS, since a common OS image is not transferable across partitions. When a test requires refreshing the environment, a Ghost image shall be restore to minimize time and mistakes.

2.2.2 Test Baseline

See “Install”, “Baseline”, and “Functionality” in section 2.1.

2.2.3 Software Changes and Regression Testing

This test plan does not involve regression testing. Instead, it involves A-B testing, where one setup is the new application that is being tested, and the other setup is an older version of the same application that behavior is known and is being used as a control in the same environment to verify the improvements in that environment.

2.3 Test Environment

The Microsoft Office XP test environment will be Windows 2000, since When OAO will most likely be rolling-out Office XP with images containing Windows 2000. JPL’s only other accepted version of Windows is NT, which has been phased-out.

3 Acceptance Tests

The security tests for Microsoft Office XP are described in this section. Tests are numbered sequentially starting from 1 as they are being defined. Tests are considered successful when the success criteria identified in the test procedure are met.

The test results are documented in the completed test logs provided in the Appendixes.

APPENDIX 1: Install Testing
CONFIGURATION:

Property #: NASA 1840448

IP Address: 137.78.237.122

Node & DNS Name: mwarnertestbed

Hardware: Pentium II 350 MHz with 64 MB of RAM

OS: Windows 2000 (Retail Version, unaltered from Microsoft)

Drivers: Compaq’s sound, Compaq’s video, NIC driver from Windows’ CD-ROM, Compaq’s touch pad

PROCEDURE:

1. Wipe the hard drive with Sanitizer C.

2. Install Windows 2000. Set Windows install to create a partition that covers the whole hard drive, and set it to format the partition as NTFS.

3. Select default installation options (except network specifics - install Microsoft Network Client, NetBIOS, and TCP/IP).

4. Install graphics, sound, and touch pad drivers.

5. Install Windows Updates in the “Critical” and “Recommended” categories.

TEST 1-1 XE "TEST 4" .  Installation of Office XP

Security Requirement: None

Test Objective:  Install Office XP without any problems.

	Step
	Actions
	Results
	Comments

	1
	Insert Office CD-ROM
	Office setup begins.
	O.K.

	2
	Follow the prompts and input data accordingly, up until the component selection screen.
	Office setup progresses from screen to screen without error.
	O.K.

	3
	Select Complete setup and press Finish.
	Office setup installs all components without error.
	Setup Completed without requiring any additional components/drivers from Windows.

O.K.


ANALYSES:

· Office XP requires nothing in addition to Windows 2000’s base install.

TEST 1-2 XE "TEST 4" .  Windows regression with Office XP installed

Security Requirement: Windows must have current security patches.

Test Objective:  Verify that Office XP’s installation did not revert any Windows Update patches.

	Step
	Actions
	Results
	Comments

	1
	Reboot Windows. 
	Windows rebooted normal.
	None

	2
	Run Windows Update.
	The “Critical” and “Recommended” categories appeared empty.
	No patches were uninstall by Office


ANALYSES:

· Office XP’s installation does not revert any Windows patches.

APPENDIX 2: Functionality Testing
CONFIGURATION:

Same as APPENDIX 1: Install Testing
PROCEDURE:

1. Continue from the previous test.

2. Use Norton Ghost 2001 or higher to create a file-by-file partition image of the partition; select default image option only.

3. Start missing around; this is a free style test; just write down what you are doing as you are doing it.

TEST 2-1 XE "TEST 4" .  Access 2002 - Functionality

Security Requirement: None

Test Objective:  Verify that Office XP is functioning.

	Actions
	Results
	Comments

	Open Access and look at its menus
	The over all layout is the same as Access 2000.
	O.K.

	Open an Access 2000 database that has been successfully ran in Access 2000.
	Database appears open without error.
	O.K.

	Run “Compact and Repair Database”.
	Access paused for a moment. The database file became a smaller size.
	Command seems to function the same way as the 2000 version did.

	Interact with the database’s GUI interface.
	Noticed when an event (i.e. pressing a button in a form) occurs and an error occurs in the associated VB routine, The Microsoft Visual Basic window opens with the errored line highlighted.
	This is almost the same as Access 2000.

	Test the help system.
	There is no greater modularity to show information about individual functions in expression builder, nor individual commands in the options field of RunCommand in Macro window.
	Help system function the same as 2000. Would have been better reimplementing the help system that was common in Windows 95, which had a more thorough search.

	Save the database to Access 2002 format.
	New file created without error.
	O.K.

	Modify the new file and save it back to Access 2000 format.
	An error appears, “The report name "PropertyDataCopy you entered in either the property sheet or macro is misspelled or refers to a report that does not exist.” A file is made.
	Not good.

	Open the re-converted file in Access 2000.
	An error appears, "Microsoft Access was unable to create the Database window. Please upgrade to a newer version of Microsoft Internet Explorer." Upgrading to IE 5.5 (the newest version) did not fix the second error. Running "Compact and Repair Database" before and/or after the conversion fixes neither error. Deleting all reports in the database file resulted in the same errors.
	Did not work.


ANALYSES:

· Access 2002 works like Access 2000.

· Users need to be warned that, unlike Access 2000 converting back to Access 97, once a database file is changed to Access 2002 format, there is a strong chance of being unable to convert it back to an Access 2000 file that is usable or even salvageable.

TEST 2-2 XE "TEST 4" .  Outlook 2002 - Functionality

Security Requirement: None

Test Objective:  Verify that Office XP is functioning.

	Actions
	Results
	Comments

	Open Outlook for the first time.
	Outlook setup wizard appears. Input email account information. Set Outlook to not save password and not delete mail on the server. 
	O.K.

	Send to yourself and receive email messages.
	Can send and receive mail without difficulty.
	O.K.

	View full headers on received messages to verify that the messages actually came from a mail server, instead of just being copied from sent messages by Outlook.
	The only apparent way to see the full message header information is to click on View ( Options and look in the Internet headers field. The headers on the message contain routing information.
	Messages actually were mailed from mail server.

O.K.

	Send a message to your self and time how long Outlook takes to send the message.
	Took about half a minute for the message to appear in my sent folder.
	Outlook takes the same length of time as Netscape in sending messages to the mail server.

	Test the help system.
	The help system works the same as Office 2000.
	O.K.

	Try to crash Outlook.
	Crashed Outlook by deleting an address book, then reopening and re-closing the change address book dialog box and exiting Outlook.
	So-so. Typical for Windows applications.

	Add an LDAP based address book by clicking on Tools ( Email Accounts, Add new directory or address book, Internet Directory Services (LDAP), and typed in ldap.jpl.nasa.gov. Then go to the address book, and search for first names beginning with "Michael".
	Received 100 names and an error, "The LDAP Directory Server could not satisfy the search in specified time limit." Looked at the LDAP address book settings and saw that maximum number of successful search was set 100.
	The timeout error is common with JPL applications, so Outlook probably was not responsible for the error.

O.K.

	Use another email program to receive the messages sent from Outlook in the previous tests to test interoperability.
	Received messages in Netscape Messenger 4.7, and read them without any problem.
	O.K.

	Run "Test Account Settings..." part of the mail setup dialog
	Unless you select "Remember password" and enter your password, the "Log onto incoming mail server (POP3)" test fails.

The "Send test e-mail message" test always fails.
	The tests are poorly designed.

Having Outlook remember passwords is dangerous, thus the test forces users to create a security risk.

Do not need authentication to send messages, so there is no apparent setting change to make "Send test e-mail message" test work.


ANALYSES:

· As seen with Outlook 2000, Outlook 2002 still have a slight tendency to crash when issuing commands.

· Outlook now supports LDAP. You can query entries from an LDAP server.

· Outlook’s mail settings test has bugs in it.

APPENDIX 3: Outlook Attachments Testing
CONFIGURATION

Same as APPENDIX 1: Install Testing
PROCEDURE

Continue from previous test.

TEST 3-1 XE "TEST 4" .  Outlook 2002 - Batch File Attachments

Security Requirement: email clients must not open virus, worms, and Trojans attachments.

Test Objective:  To not be able to open dangerous types of attachments in Outlook 2002.

	Step
	Actions
	Results
	Comments

	1
	Attach a batch file to a new message that is addressed to you. Then try to send the message.
	Outlook gave a message, "This item contains attachments that are potentially unsafe. Recipients using Microsoft Outlook may not be able to open these attachments. Do you want to send anyway?"
	Outlook warns for sending dangerous types of attachments

	2
	Click on yes for the warning.
	Message is sent.
	None.

	3
	Click on Send/Receive button.
	Received the message. There is a paperclip symbol, indicating that an attachment is there. The infobar that is above the message header fields says, "Outlook blocked access to the following potentially unsafe attachments: love.bat."
	Clearly states the security problem.

	4
	Double-click on the attachment.
	Not able to click on the attachment.
	This securely prevents execution

This is working exactly as the help system describes it.

All the sent and received messages are stored in Outlook.pst, so a user cannot open any attachments without Outlook


TEST 3-2 XE "TEST 4" .  Outlook 2002 - Script Attachments

Security Requirement: email clients must not open virus, worms, and Trojans attachments.

Test Objective:  To not be able to open dangerous types of attachments in Outlook 2002.

	Step
	Actions
	Results
	Comments

	1
	Attach the Love Letter virus file (love.vbs) to a new message that is addressed to you. Then try to send the message.
	Outlook gave a message, "This item contains attachments that are potentially unsafe. Recipients using Microsoft Outlook may not be able to open these attachments. Do you want to send anyway?"
	Outlook warns for sending dangerous types of attachments

	2
	Click on yes for the warning.
	Message is sent.
	None.

	3
	Click on Send/Receive button.
	Received the message. There is a paperclip symbol, indicating that an attachment is there. The infobar that is above the message header fields says, "Outlook blocked access to the following potentially unsafe attachments: love.bat."
	Clearly states the security problem.

	4
	Try to double-click on the attachment.
	Could not click on the attachment.
	Script virus cannot run.


ANALYSES:

· Outlook 2002 does not allow access (open or save) to dangerous types of attachments.

· Attachments cannot infect the system without Outlook opening them, since all email messages and attachments are stored in a single file.

APPENDIX 4: Outlook HTML Testing
CONFIGURATION

Office XP:

Same as APPENDIX 1: Install Testing
Outlook Express 5 and Netscape Communicator 4.76:

Property #: OAO 011557

IP Address: 137.78.237.161

Node & DNS Name: pc-guru-master

Hardware: Pentium II 450 MHz with 128 MB of RAM

OS: Windows 2000 – Service Pack 1 (Retail Version, unaltered from Microsoft)

Drivers: Compaq’s sound, Compaq’s video, Intel’s NIC driver, Mouse driver from Windows’ CD-ROM

Note: Outlook 2000 was already patched, and thus was an unsuitable control test reference

PROCEDURE

1. Continue from previous test.

2. Send a message to yourself containing a URL in the body.

3. Send a message to yourself with Windows Update in the message. Use the Send ( Page by Email command of IE5.0SP2 on pc-guru-master to compose the page in Outlook Express 5.

4. Send a message to yourself with 366's Web Focus page that contains Java in the message. Use the Send Page command of Netscape Navigator on pc-guru-master to compose the page in Netscape Messenger.

TEST 4-1 XE "TEST 4" .  Outlook 2002 – Email Containing a URL

Security Requirement: Email must not run malicious code.

Test Objective:  To have Outlook not cause web page code to run.

	Step
	Actions
	Results
	Comments

	1
	Receive a message containing a URL in its body. 
	The URL appears as a hyperlink, and its web page is not open.
	No code is run.

	2
	Click on the URL.
	Internet Explorer Opens to that page and run scripts, as it would do normally.
	This seems to not be an Outlook security problem, since the user has to click on the link and a web browser would open and run, as it would do normally.


ANALYSES:

· Outlook 2002 treats a URL as a hyperlink, and does not automatically open.

TEST 4-2 XE "TEST 4" .  Outlook Express 5 – HTML Formatted Email Containing Embedded VBS

Security Requirement: Email must not run malicious code.

Test Objective:  To verify functionality of web page code in email message.

	Step
	Actions
	Results
	Comments

	1
	Set Outlook ( Option ( Security ( Zone to "Internet"
	Setting set.
	This should weaken Outlook’s security for reading HTML formatted messages.

Outlook Express does not have macro capacity, so there is no macro security.

	2
	Set Control Panel ( Internet Options ( Security ( Internet zone to Low.
	Setting set.
	This should completely disable Outlook’s security for reading HTML formatted messages.

	3
	Receive the message containing the Windows Update page.
	Click on the message. An error appears. Select to debug. After a few more errors, Windows Updates page appears in the body of the message. Clicking sounds imamate as the page appears, just like when clicking on windows update and IE5 processes the VBS of the page.
	Control test success.


ANALYSES:

· The web page code is functional.

TEST 4-3 XE "TEST 4" .  Outlook 2002 – HTML Formatted Email Containing Embedded VBS

Security Requirement: Email must not run malicious code.

Test Objective:  To have Outlook not cause web page code to run.

	Step
	Actions
	Results
	Comments

	1
	Set Outlook ( Macro ( Security set to Medium.
	Setting set.
	This should cause a prompt when an execute macro command is issued.

	2
	Set Outlook ( Option ( Security ( Zone to "Internet"
	Setting set.
	This should weaken Outlook’s security for reading HTML formatted messages.

	3
	Set Control Panel ( Internet Options ( Security ( Internet zone to Low.
	Setting set.
	This should completely disable Outlook’s security for reading HTML formatted messages.

	4
	Receive the message containing the Windows Update page.
	In the body of the message, the page appears with a message saying that the "Active Scripting" feature is disabled.

The infobar that is above the message header fields says, "This HTML message contains script, which Outlook cannot display. This may affect how the message appears"
	This is the exact same message that occurs when viewing a copy of the same message in Netscape Messenger and browses the page directly with Navigator, which does not support VB script.

This proves that, just as the help documentation claims, scripts and ActiveX will not run in a HTML formatted message, regardless of security zone settings.

No prompt to run a macro appeared.


ANALYSES:

· Outlook 2002 does not allow the HTML embedded VBS code to run regardless of security settings.

· Scripts in HTML are not counted as macros by Outlook's security settings.

TEST 4-4 XE "TEST 4" .  Outlook Express 5 – HTML Formatted Email Containing Embedded Java

Security Requirement: Email must not run malicious code.

Test Objective:  To verify functionality of web page code in email message.

	Step
	Actions
	Results
	Comments

	1
	Browse Section 366's Web Focus page in IE5SP2
	The page appears with animation
	IE5 does support this Java code.

	2
	Receive the message containing Section 366's Web Focus page.
	The page in the message appears with animation.
	Control test success.


ANALYSES:

· The web page code is functional.

· IE5 and its companion Outlook Express 5 do support Java code used by Section 366.

 TEST 4-5 XE "TEST 4" .  Outlook 2002 – HTML Formatted Email Containing Embedded Java

Security Requirement: Email must not run malicious code.

Test Objective:  To have Outlook not cause web page code to run.

	Step
	Actions
	Results
	Comments

	1
	Receive the message containing Section 366's Web Focus page.
	The page in the message appears, but without any animation,

The infobar that is above the message header fields says, "This HTML message contains script, which Outlook cannot display. This may affect how the message appears"
	This proves that, just as the help documentation claims, scripts and ActiveX will not run in a HTML formatted message, regardless of security zone settings.


ANALYSES:

· Outlook 2002 does not allow the HTML embedded Java code to run regardless of security settings.

 TEST 4-6 XE "TEST 4" .  Outlook 2002 – Zone Security Settings Inheritance

Security Requirement: Email requires higher security than Internet browsing.

Test Objective:  To test whether IE5 windows spawn from Outlook follow IE5 zones security or Outlook zone security.

	Step
	Actions
	Results
	Comments

	1
	Set Control Panel ( Internet Options ( Security ( Internet zone to most secure custom settings (disallow and allow only signed).
	Setting set.
	Inverse of standard security convention.

	2
	Set Control Panel ( Internet Options ( Security ( Restricted sites zone to least secure customize settings (allow without prompts and allow unsigned).
	Setting set.
	Inverse of standard security convention.

	3
	Set Outlook ( Option ( Security ( Zone to "Restricted Sites".
	Setting set.
	Standard security convention.

	4
	Click on the URL of the message that shows a URL in its body.
	IE5 opens and acts according to the more restrictive "Internet" zone settings.
	Spawn IE5 window acted according to Internet zone while Outlook was set to restricted sites zone, thus the spawned window did not inherit Outlook’s security settings.


ANALYSES:

· IE5 windows spawned from Outlook follow IE5 zone security settings. This is dubious security, such is the nature pf a convenient GUI interface.

APPENDIX 5: Word Disable Macro
CONFIGURATION

Same as APPENDIX 1: Install Testing
PROCEDURE

1. Restore the Ghost image created in APPENDIX 2: Functionality Testing.

TEST 5 XE "TEST 4" .  Disable Macros in Word 2002

Security Requirement: Users must be able to disable unsigned macros, which can be malicious.

Test Objective:  Verify that users can disable macros in Word.

	Step
	Actions
	Results
	Comments

	1
	Write a macro in Word to add a folder.
	Macro added to the open document.
	Proves that the macro is in the document.

	2
	Go to Tools ( Macro ( Macros and clicked on the macro.
	The macro ran perfectly. The new folder now exists.
	Proves that the macro is valid.

	3
	Go to Tools ( Macro ( Security and selected High.
	Setting set.
	Now the macro should be unable to run.

	4
	Go to Tools ( Macro ( Macros and clicked on the macro.
	Got an error message, "The macros in this project are disabled. Please refer to the online help or documentation of the host application to determine how to enable macros."
	Security setting successfully blocked macro execution.


ANALYSES:

· Macro security settings do allow users to block unsigned macros from executing

APPENDIX 6: Baseline Testing
Part 1

CONFIGURATION:

Same as APPENDIX 1: Install Testing
PROCEDURE:

1. Using PM6 (Partition Magic 6) to setup the hard drive with two 2GB FAT16 primary partitions. Set the first partition to active and the second to hidden.

2. Chose FAT16 format to minimize fragmentation and file security

3. Install Windows 2000. Set Windows to install on the 2GB partition without reformatting.

4. Select default installation options (except network specifics - install Microsoft Network Client, NetBIOS, and TCP/IP).

5.  Use Disk Management (in Control Panel ( Administrative Tools ( Computer Management) to un-mount the second 2GB partition.

6. Install graphics, sound, and touch pad drivers.

7. Setup Security Event log to be 1MB large and all Event logs to do not over-write.

8. Set Audit Policy per W2K Guidelines document, except set all categories to report any failures.

9. Use PM6 to set the second partition to active and the first to hidden.

10. Install Windows 2000 again. Set Windows to install on “C:” (the active partition) without reformatting. It will recognized the active partition as “C:”, but will not associate a drive letter with the hidden partition. Repeat steps 4, 6, 7, and 8.

11. Create a Windows 2000 boot floppy disk (refer to NCSG email message “Michael's NT/2000 Stuff: Making a Boot Disk”). Setup Boot.ini on the floppy disk to switch between the two installations; label the boot entries to clearly show which Office version will be install with which installation.

12. Use PM6 to label the first partition as "Office 2000" and label the second partition as "Office XP". Set both partitions to hidden.

13. Install Office 2000 Standard (no SR) with all components selected on the first installation. 

14. Boot to the installation marked as “Office XP”.

TEST 6-1 XE "TEST 4" .  Windows 2000’s IE5 – Default Settings

Security Requirement: It is preferred to have COTS software to come with secure default settings.

Test Objective:  Observe IE5’s default settings.

	Step
	Actions
	Results
	Comments

	1
	Go to Control Panel ( Internet Options ( Security.
	Internet: Medium

Local intranet: Medium-low

Trusted sites: Low

Restricted sites: High.
	Seems appropriate.


ANALYSES:

· Windows 2000’s installation of IE5 has what appear to be appropriate security settings.

Part 2

CONFIGURATION:

Same as APPENDIX 1: Install Testing
PROCEDURE:

1. Continue from previous test.

2. Install Office XP Beta with all components selected on the second installation.

3. Use Disk Defragmenter (in Control Panel ( Administrative Tools ( Computer Management) to defrag program to defrag each partition from the other installation to maximize defragmentation. The partition will appear in the fragmentation analysis window, but without system files being marked. This proves that each installation does not see the other installation as another Windows system.

4. Use Norton Ghost 2001 or higher to create a file-by-file partition image of the two partitions; select default image option only.

5. Clear or pull-off all messages of the mail server, so that the mail server will have no messages from the last set of tests.

6. Setup mail account in Outlook, and set account in Outlook to leave messages on server.

TEST 6-2 XE "TEST 4" .  Office 2000 – Default Settings

Security Requirement: It is preferred to have COTS software to come with secure default settings.

Test Objective:  Observe Office 2000’s default settings.

	Step
	Actions
	Results
	Comments

	1
	Go to Control Panel ( Internet Options ( Security.
	Security Zones: Internet - Medium, Local intranet - Medium-low, Trusted sites - Low, Restricted sites - High.
	Seems appropriate. Same as IE5 without Office installed.

	2
	Go to Tools ( Options ( Security of each Office program.
	Only Outlook has such a setting. Zone is set to Internet.
	This is not appropriate. Unlike websites, email can come from a trusted source yet be composed by a virus instead of the trusted person. Other programs lack this setting is not a problem as long as they are not capable of running HTML.

	3
	Go to Tools ( Macro ( Security of each Office program.
	Access: no such setting

Excel: Medium

FrontPage: no such setting

Outlook: Medium

PowerPoint: Medium

Word: High
	Not the best security possible. However, is not dangerous.


ANALYSES:

· Office 2000 has reasonable default security, except email is as insecure as web browsing.

TEST 6-3 XE "TEST 4" .  Office XP – Default settings

Security Requirement: It is preferred to have COTS software to come with secure default settings.

Test Objective:  Verify that Office XP’s default settings are secure.

	Step
	Actions
	Results
	Comments

	1
	Go to Control Panel ( Internet Options ( Security.
	Security Zones: Internet - Medium, Local intranet - Medium-low, Trusted sites - Low, Restricted sites - High.
	Seems appropriate. Same as IE5 without Office installed.

	2
	Go to Tools ( Option ( Security of each Office program.
	Only Outlook has such a setting. Zone is set to Restricted sites.
	Highest security possible as long as the IE’s security zones settings are appropriate. Other programs lack this setting is not a problem as long as they are not capable of running HTML.

	3
	Go to Tools ( Macro ( Security of each Office program.
	Access: no such setting

Excel: High

FrontPage: no such setting

Outlook: High

PowerPoint: High

Word: High
	Highest security as possible, except for not running Microsoft products in the first place.


ANALYSES:

· Office XP has excellently secure default settings.

· IE5’s setting seems to not be affected by Office XP Beta, but do a regression test to make sure.

APPENDIX 7: Word Enable Macro Testing
CONFIGURATION

Office 2000 and XP:

Same as APPENDIX 1: Install Testing
Anti-Virus

Same as Outlook Express 5 and Netscape Communicator 4.76: in APPENDIX 4: Outlook HTML Testing
Anti-Virus: Norton Anti-Virus Corporate Edition 7.51

PROCEDURE

1. Continue from previous test.

TEST 7-1 XE "TEST 4" .  Office 2000 – Word Macro

Security Requirement: Word must not run malicious code.

Test Objective:  Verify that the malicious macro functions.

	Step
	Actions
	Results
	Comments

	1
	Setup an email account in Outlook, and set the account to leave messages on server.
	Account added to Outlook.
	None.

	2
	Add a dummy name with the email address (being used in this test) in the address book
	Address entry created.
	None.

	3
	Set Outlook ( Tools ( Macro ( Security to Medium.
	Setting set.
	Setting should cause a prompt before a macro executes.

	4
	Set Word ( Tools ( Macro ( security to Medium.
	Setting set.
	Setting should cause a prompt before a macro executes.

	5
	Click on Word ( Tools ( Macro ( Visual Basic Editor.
	Microsoft Visual Basic window opened.
	None.

	6
	Open Melissa in notepad. Copy and pasted it into the Visual Basic window.
	Melissa code appears in the Visual Basic window.
	The virus exists as a VB subroutine that is declared as "Private Sub AutoOpen".

	7
	Delete the word "Private " from the macro.
	Autopen now appears in the list of macro.
	None.

	8
	Closed the VB window, save the document as Doc1.doc, and closed Word.
	Document saved.
	None.

	9
	Double-click on Doc1.doc.
	Word opened. Word warns that the document contains macros; it asked if you wanted to enable the macros.
	Word finds the virus.

	10
	Click on Yes.
	The text insert cursor blinked for a few seconds, then it disappeared, and word froze.
	The macro is either getting busy or is malfunctioning.

	11
	Wait a minute for something to appear, then open Outlook.
	It is functioning as normal.
	Outlook is not currently doing anything, so the macro must be malfunctioning

	12
	Click on Send/Receive.
	Receive the virus email message addressed to the dummy name.

The virus message also appears in the sent folder.
	Virus success.

No prompt to execute a macro appeared.

	13
	Go to Outlook ( tools ( Macro ( Security.
	Setting is Medium.
	Setting has not changed.

	14
	Kill and reopen, without the document, Word, and go to Tools ( Macro ( Security.
	Setting is Low.
	Virus success. Setting has been lowered.

	15
	Go to HKEY_CURRENT_USER\Software\Microsoft\Office.
	Melissa key exists.
	Virus success.

	16
	Log off Windows
	Windows went to the Alt-Ctrl-Del screen without incident.
	None.

	17
	On another computer run a virus scan against the Office installation.
	Scanner found the infected document and a copy of the document in your profile's temp directory. No other alerts are issued.
	Virus failure.

Manually infect the file to run this test. No template file was infected, which would cause Word to automatically infect documents created in the future.


ANALYSES:

· The macro is functional, except it does not infect Word’s default template file (normal.dot).

TEST 7-2 XE "TEST 4" .  Office XP – Word Macro with Low Security

Security Requirement: Word must not run malicious code.

Test Objective:  Observe how securely Office XP handles macros with minimal security settings.

	Step
	Actions
	Results
	Comments

	1
	Setup an email account in Outlook, and set the account to leave messages on server.
	Account added to Outlook.
	None.

	2
	Add a dummy name with the email address (being used in this test) in the address book
	Address entry created.
	None.

	3
	Set Outlook ( Tools ( Macro ( Security to Low.
	Setting set.
	Setting should cause no prompt before a macro executes.

	4
	Set Outlook ( Option ( Security ( Zone to "Internet".
	Setting set.
	Set Outlook to a lower security setting, but most likely, this setting will not affect this test.

	5
	Set Word ( Tools ( Macro ( security to Low.
	Setting set.
	Setting should cause no prompt before a macro executes.

	6
	Click on Word ( Tools ( Macro ( Visual Basic Editor.
	Microsoft Visual Basic window opened.
	None.

	7
	Open Melissa in notepad. Copy and pasted it into the Visual Basic window.
	Melissa code appears in the Visual Basic window.
	The virus exists as a VB subroutine that is declared as "Private Sub AutoOpen".

	8
	Delete the word "Private " from the macro.
	Autopen now appears in the list of macro.
	None.

	9
	Closed the VB window, save the document as Doc1.doc, and closed Word.
	Document saved.
	None.

	10
	Double-click on Doc1.doc.
	Word opened. Word warns, "A program is trying to access e-mail addresses you have stored in Outlook. Do you want to allow this?".
	No prompt to execute any macro appeared.

Office caught the virus action.

	11
	Click on Yes.
	Word warns, "A program is trying to automatically send e-mail on your behalf. Do you want to allow this?". This time, Word forces to wait 5 seconds before Yes is enable.
	Office caught the virus action.

	12
	Click on Yes.
	Several Outlook windows appeared in the task bar of Windows. Word froze.
	The macro is either busily working or is malfunctioning.

	13
	Wait a minute, and then open Outlook.
	It is functioning as normal.
	Outlook is not currently doing anything, so the macro must be malfunctioning

	14
	Click on Send/Receive.
	Did not receive the virus email message.

The virus message also appears in neither the sent nor the Outbox folders.
	Virus failure.

	15
	Go to HKEY_CURRENT_USER\Software\Microsoft\Office.
	Melissa key exists.
	Virus success.


ANALYSES:

· Despite minimal security settings, the prompt to allow critical virus actions still appears.

· The virus now also failed to generate an email message.

TEST 7-3 XE "TEST 4" .  Office XP – Word Macro with High Security

Security Requirement: Word must not run malicious code.

Test Objective:  Observe how securely Office XP handles macros with high security settings.

	Step
	Actions
	Results
	Comments

	1
	After restoring “Office XP” image created in APPENDIX 6: Baseline Testing to the appropriate partition.. Setup an email account in Outlook, and set the account to leave messages on server.
	Account added to Outlook.
	None.

	2
	Add a dummy name with the email address (being used in this test) in the address book
	Address entry created.
	None.

	3
	Set Outlook ( Tools ( Macro ( Security to High.
	Setting set.
	Setting might stop the macro from running, but probably not since the macro is running from Word.

	4
	Set Outlook ( Option ( Security ( Zone to "Restricted sites".
	Setting set.
	Set Outlook to the highest security setting, but most likely, this setting will not affect this test.

	5
	Set Word ( Tools ( Macro ( security to Medium.
	Setting set.
	Setting should cause no prompt before a macro executes.

	6
	Click on Word ( Tools ( Macro ( Visual Basic Editor.
	Microsoft Visual Basic window opened.
	None.

	7
	Open Melissa in notepad. Copy and pasted it into the Visual Basic window.
	Melissa code appears in the Visual Basic window.
	The virus exists as a VB subroutine that is declared as "Private Sub AutoOpen".

	8
	Delete the word "Private " from the macro.
	Autopen now appears in the list of macro.
	None.

	9
	Closed the VB window, save the document as Doc1.doc, and closed Word.
	Document saved.
	None.

	10
	Double-click on Doc1.doc.
	Word opened. Word warns the document contains macros; it asked if you want to enable the macros.
	Office caught the virus action.

	11
	Click on Yes.
	Word warns, "A program is trying to access e-mail addresses you have stored in Outlook. Do you want to allow this?".
	Office caught the virus action.

	12
	Click on Yes.
	Word warns, "A program is trying to automatically send e-mail on your behalf. Do you want to allow this?". This time, Word forces to wait 5 seconds before Yes is enable.
	Office caught the virus action.

	13
	Click on Yes.
	Several Outlook windows appeared in the task bar of Windows. Word froze.
	The macro is either getting busy or is malfunctioning.

	14
	Wait a minute, and then open Outlook.
	It is functioning as normal.
	Outlook is not currently doing anything, so the macro must be malfunctioning

	15
	Click on Send/Receive.
	Did not receive the virus email message.

The virus message also appears in neither the sent nor the Outbox folders.
	Virus failure.

	16
	Go to Outlook ( tools ( Macro ( Security.
	Setting is High.
	Setting has not changed.

	17
	Kill and reopen, without the document, Word, and go to Tools ( Macro ( Security.
	Setting is Medium.
	Setting has not changed. Virus failure.

	18
	Go to HKEY_CURRENT_USER\Software\Microsoft\Office.
	Melissa key exists.
	Virus success.


ANALYSES:

· Virus’ behavior did not change, except the virus now also failed to change Words macro security setting.

APPENDIX 8: Outlook Macro Testing
CONFIGURATION

Same as APPENDIX 1: Install Testing
PROCEDURE

1. Restore “Office 2000” image created in APPENDIX 6: Baseline Testing to the appropriate partition.

2. Restore “Office XP” image created in APPENDIX 6: Baseline Testing to the appropriate partition.

TEST 8-1 XE "TEST 4" .  Office 2000 – Outlook Macro

Security Requirement: Outlook must not run malicious code.

Test Objective:  Verify that the malicious macro functions.

	Step
	Actions
	Results
	Comments

	1
	Set Word ( Tools ( Macro ( security to Low.
	Setting set.
	Setting should cause no prompt before a macro executes.

	2
	Setup an email account in Outlook, and set the account to leave messages on server.
	Account added to Outlook.
	None.

	3
	Add a dummy name with the email address (being used in this test) in the address book
	Address entry created.
	None.

	4
	Set Outlook ( Tools ( Macro ( Security to Low.
	Setting set.
	Set Outlook to minimal security for best possible macro execution.

	5
	Set Outlook ( Option ( Security ( Zone to "Internet".
	Setting set.
	Set Outlook to a lower security setting, but most likely, this setting will not affect this test.

	6
	Click on Outlook ( Tools ( Macro ( Visual Basic Editor.
	Microsoft Visual Basic window opened.
	None.

	7
	Open Michaelissa in notepad. Copy and past it into the Visual Basic window.
	Michaelissa code appears in the Visual Basic window.
	The virus exists as a VB subroutine that is declared as "Private Sub AutoOpen".

	8
	Delete the word "Private " from the macro.
	Autopen now appears in the list of macro.
	None.

	9
	Click on Outlook ( Tools ( Macro ( Macros, select ‘Autopen’, and click on Run.
	Received the virus email message, without an attachment, addressed to the dummy name.

The same message also appears in the sent folder.
	Message did not have the attachment that contains the virus, but the message is still generated.

	10
	Go to Outlook ( tools ( Macro ( Security.
	Setting is Low.
	Setting has not changed.

	11
	Go to Word ( Tools ( Macro ( Security.
	Setting is Low.
	Setting has not changed. Virus failure.

	12
	Go to HKEY_CURRENT_USER\Software\Microsoft\Office.
	Melissa key does not exists.
	Virus failure.


ANALYSES:

· The macro did not add the Melissa value to the registry. However, it does illustrate most of the email transmission of the virus.

TEST 8-2 XE "TEST 4" .  Office XP – Outlook Macro

Security Requirement: Outlook must not run malicious code.

Test Objective:  Observe how securely Outlook XP handles macros

	Step
	Actions
	Results
	Comments

	1
	Set Word ( Tools ( Macro ( security to Medium.
	Setting set.
	Setting should cause prompt before a macro executes.

	2
	Setup an email account in Outlook, and set the account to leave messages on server.
	Account added to Outlook.
	None.

	3
	Add a dummy name with the email address (being used in this test) in the address book
	Address entry created.
	None.

	4
	Set Outlook ( Tools ( Macro ( Security to Medium.
	Setting set.
	Setting should cause prompt before a macro executes.

	5
	Set Outlook ( Option ( Security ( Zone to "Restricted sites".
	Setting set.
	Set Outlook to the highest security setting, but most likely, this setting will not affect this test.

	6
	Click on Outlook ( Tools ( Macro ( Visual Basic Editor.
	Microsoft Visual Basic window opened.
	None.

	7
	Open Michaelissa in notepad. Copy and pasted it into the Visual Basic window.
	Michaelissa code appears in the Visual Basic window.
	The virus exists as a VB subroutine that is declared as "Private Sub AutoOpen".

	8
	Delete the word "Private " from the macro.
	Autopen now appears in the list of macro.
	None.

	9
	Click on Outlook ( Tools ( Macro ( Macros, select ‘Autopen’, and click on Run.
	Outlook warns, "A program is trying to access e-mail addresses you have stored in Outlook. Do you want to allow this?".
	No prompt to execute any macro appeared.

Office caught the virus action.

This warning reoccurs several times.

	10
	Click on Yes.
	Outlook warns, "A program is trying to automatically send e-mail on your behalf. Do you want to allow this?". This time, Word forces to wait 5 seconds before Yes is enable.
	Office caught the virus action.

	11
	Click on Yes.
	Received the virus email message, without an attachment, addressed to the dummy name.

The same message also appears in the sent folder.
	Message did not have the attachment that contains the virus, but the message is still generated.

	12
	Go to Outlook ( tools ( Macro ( Security.
	Setting is Low.
	Setting has not changed.

	13
	Go to Word ( Tools ( Macro ( Security.
	Setting is Low.
	Setting has not changed. Virus failure.

	14
	Go to HKEY_CURRENT_USER\Software\Microsoft\Office.
	Melissa key does not exists.
	Virus failure.


ANALYSES:

· Despite minimal security settings, a prompt to allow critical virus actions appeared.

· An infected message was created, but was first warned explicitly that a macro was making a message.

APPENDIX 9: Malicious Internet - Internet Explorer Testing
CONFIGURATION

Same as APPENDIX 1: Install Testing
PROCEDURE

1. Restore “Office 2000” image created in APPENDIX 6: Baseline Testing to the appropriate partition.

2. Restore “Office XP” image created in APPENDIX 6: Baseline Testing to the appropriate partition.

TEST 9-1 XE "TEST 4" .  Office 2000 – Malicious Internet with Internet Explorer.

Security Requirement: System must not be vulnerable to malicious web code.

Test Objective:  Verify that the malicious website code functions.

	Step
	Actions
	Results
	Comments

	1
	Set Word ( Tools ( Macro ( security to High. Close Word.
	Setting set.
	None.

	2
	Open IE5 and browsed the vulnerability website (http://www.atstake.com/research/advisories/2000/ouahack/index.html).
	The website says to click to start the vulnerability.
	Web page appears correctly.

	3
	Click on the continue hyperlink.
	An error occurs.
	Web site still is behaving correctly.

	4
	Set Word ( Tools ( Macro ( security to Low. Close Word.
	Setting set.
	None.

	5
	Open IE5 and browsed the vulnerability website (http://www.atstake.com/research/advisories/2000/ouahack/index.html).
	The website says to click to start the vulnerability.
	Web page appears correctly.

	6
	Click on the continue hyperlink.
	Browser goes to a new web page.

Word opens for a split second, and then closes.
	Web site still is behaving correctly.

	7
	On the website, select to change the setting to medium.
	Word opens for a split second, and then closes.
	Web site still is behaving correctly.

	8
	Go to the Word window ( Tools ( Option ( Security. Close word.
	Word's macro setting is Medium.
	Setting changed. Vulnerability success.

	9
	Look in C:\ for a new file.
	No new file appears.
	Vulnerability failure.

	10
	Open IE5 and browsed the vulnerability website (http://www.atstake.com/research/advisories/2000/ouahack/index.html).
	The website says to click to start the vulnerability.
	Web page appears correctly.

	11
	Click on the continue hyperlink.
	Browser goes to a new web page.

Word opens for a split second, and then closes.
	Web site still is behaving correctly.

	12
	Go to the Word window ( Tools ( Option ( Security.
	Word's macro setting is Low.
	Setting changed. Vulnerability success.

	13
	Look in C:\ for a new file.
	“DILDOG_WAS_HERE.TXT” appears.
	Vulnerability success.


ANALYSES:

· Malicious website code works, except the file creation command is buggy.

· Can only test macro security setting change for Office XP.

TEST 9-2 XE "TEST 4" .  Office XP – Malicious Internet with Internet Explorer.

Security Requirement: System must not be vulnerable to malicious web code.

Test Objective:  Observe how vulnerable Office XP is to the exploit.

	Step
	Actions
	Results
	Comments

	1
	Copy ActiveX file "ouactrl.ocx" from the Office 2000 installation, and paste it in My Documents folder.


	File appears on hard drive.
	None.

	2
	Register the control in Access (Tools (ActiveX Controls ( Register). 
	UA Control now shows up in Access's list of ActiveX controls.
	Control successfully registered.

	3
	Set Word ( Tools ( Macro ( security to High. Close Word.
	Setting set.
	None.

	4
	Open IE5 and browsed the vulnerability website (http://www.atstake.com/research/advisories/2000/ouahack/index.html).
	The website says to click to start the vulnerability.
	Web page appears correctly.

	5
	Click on the continue hyperlink.
	IE5 pops up a dialog box prompts to save “blank.doc”.
	Web site still is behaving correctly.

	6
	Click on cancel.
	Browser goes to a new web page
	Web site still is behaving correctly.

	7
	Open Word manually.
	A Word window opens.
	None.

	8
	On the website, select to change the setting to medium.
	Word window appears in front of IE5, and stays there.
	A user would notice this, but would not know that a setting has been changed.

	9
	Go to the Word window ( Tools ( Option ( Security.
	Word's macro setting is Medium.
	Setting changed. Vulnerability success.


ANALYSES:

· Office XP Beta is vulnerable to malicious web pages that use Active Scripting to run ActiveX controls.

· High security defaults of Office XP Beta do not prevent the exploit.

APPENDIX 10: Office Upgrade Testing
Part 1

CONFIGURATION

Same as APPENDIX 1: Install Testing
PROCEDURE

1. Restore “Office 2000” image created in APPENDIX 6: Baseline Testing to the appropriate partition.

TEST 10-1 XE "TEST 4" .  Upgrade Office XP over a Default Office 2000 Installation.

Security Requirement: It is preferred to have COTS software upgrades be simple and change its settings to secure values or keep settings unchanged.

Test Objective:  Upgrade an unused copy of Office 2000 to Office XP without any problems

	Step
	Actions
	Results
	Comments

	1
	Check that Office 2000’s UA Control file exists.
	File named “ouactrl.ocx” is in the office directory.
	Vulnerability found.

	2
	Install Office XP Beta. Select to upgrade.
	Office setup shows all the office programs will be installed onto the hard drive (Run from My Computer). Office setup is showing that it is deleting files and registry keys during its instillation progress.
	Perfect.

	3
	Reboot Windows.
	Windows reboots without incident.
	None.

	4
	Look at the Office icons.
	The icons have changed to "Beta".
	Icons reflect the upgrade.

	5
	Check that Office 2000’s UA Control file exists.
	The file is not on the hard drive.
	Vulnerability removed. Upgrade success.

	6
	Go to Outlook ( Tools ( Option ( Security.
	Zone is set to Restricted sites zone.
	This setting has changed to Office XP’s default.


ANALYSES:

· Office XP upgrades Office 2000 cleanly without the need to uninstall office 2000 before running Office XP setup.

· Office 2000 vulnerabilities are removed.

· Security settings are upgraded to Office XP’s default’s

Part 2

CONFIGURATION

Same as APPENDIX 1: Install Testing
PROCEDURE

1. Restore “Office 2000” image created in APPENDIX 6: Baseline Testing to the appropriate partition.

2. In Outlook setup wizard, setup your email settings, to not save your password, and keep messages on the server.

3. When a prompt to set Outlook to be your default mail program appears: select “Yes”.

4. Download new email to fill up the Inbox.

5. Then set each Office program's macro security setting to Low.

6. Reboot the system.

TEST 10-2 XE "TEST 4" .  Upgrade Office XP over an Insecure Used Office 2000 Installation.

Security Requirement: It is preferred to have COTS software upgrades be simple and change its settings to secure values or keep settings unchanged.

Test Objective:  Upgrade a used copy of Office 2000 that has insecure settings to Office XP without any problems.

	Step
	Actions
	Results
	Comments

	1
	Install Office XP Beta. Select to upgrade.
	Office setup shows all the office programs will be installed onto the hard drive (Run from My Computer). Office setup is showing that it is deleting files and registry keys during its instillation progress.
	Perfect.

In the list of program to be installed, Access and FrontPage are listed like the other programs, though they are not currently installed

	2
	Reboot Windows.
	Windows reboots without incident.
	None.

	3
	Go to Tools ( Macro ( Security of each Office program.
	Access: no such setting

Excel: High

FrontPage: no such setting

Outlook: High

PowerPoint: High

Word: High
	Settings have changed to Office XP’s defaults. Upgrade success.

	4
	Open Outlook
	Outlook first displays a progress dialog box showing that it is importing your email settings.

The email messages were still in the Inbox.
	Upgrade success.

	5
	Got to Tools ( Accounts, and view any settings you set in Outlook 2000.
	The setting to keep messages on the server was still set.
	Upgrade success.


ANALYSES:

· Office XP carries over user settings set in Office 2000.

· Security settings are upgraded to Office XP’s default’s

APPENDIX 11: Malicious Internet – Netscape Communicator Testing
CONFIGURATION

Same as APPENDIX 1: Install Testing
PROCEDURE

1. Continue from previous test.

2. Boot to the installation that was used in the previous upgrade.

TEST 11 XE "TEST 4" .  Office XP – Malicious Internet with Netscape Communicator.

Security Requirement: System must not be vulnerable to malicious web code.

Test Objective:  Verify that Netscape communicator does not make Office vulnerable to malicious web code.

	Step
	Actions
	Results
	Comments

	1
	Copy ActiveX file "ouactrl.ocx" from the Office 2000 installation to Office XP Beta installation.


	File appears on hard drive.
	None.

	2
	Register the control in Access (Tools (ActiveX Controls ( Register). 
	UA Control now shows up in Access's list of ActiveX controls.
	Control successfully registered.

	3
	Browse “netscape.com” and download the newest pre 6.x version of Netscape Communicator (4.77, English, NT, base components, 128 bit encryption) without Smart-Download.
	Downloaded without incident.
	None.

	4
	Install Netscape Communicator with Typical and default settings.
	Installed without incident.
	Netscape Communicator installed successfully.

	5
	Set Word's macro security setting to High and leave word open.
	Setting set.
	None.

	6
	Opened Netscape Navigator and browsed the vulnerability website (http://www.atstake.com/research/advisories/2000/ouahack/index.html).
	The website says to click to start the vulnerability.
	Web page appears correctly.

	7
	Click on the continue hyperlink.
	Browser goes to a new web page and Netscape pops up a dialog box prompts to save “blank.doc”.
	Web site still is behaving correctly.

	8
	Select to open the file.
	File opens in the existing Word window.
	Normal behavior.

	9
	Go to the Word window ( Tools ( Option ( Security.
	Word's macro setting is high.
	Setting unchanged. Vulnerability did not work.

	10
	On the website, select to change the setting to medium.
	Nothing happens.
	Word did not appear in front of the browser, not even for a split second. The vulnerability does not seem to be working.

	11
	Go to the Word window ( Tools ( Option ( Security.
	Word's macro setting is high.
	Setting unchanged. Vulnerability did not work.


ANALYSES:

· Netscape does not pose a danger to Office as IE5 does.

· No errors appeared during the test. It is as if Netscape did not try to read the vulnerability commands.

APPENDIX 12: Word HTML Testing
CONFIGURATION

Same as APPENDIX 1: Install Testing
PROCEDURE

1. Continue from previous test.

2. Boot to the installation that was used in the previous upgrade.

TEST 12 XE "TEST 4" .  Word 2002 – HTML

Security Requirement: Code should not run in email nor word processing programs.

Test Objective:  Verify that Word does not run code embedded in HTML.

	Step
	Actions
	Results
	Comments

	1
	Go to Control Panel ( Internet Options ( Programs and set Word to be the HTML editor.
	Setting set.
	None.

	2
	Set Word ( Tools ( Macro ( Security to Low.
	Setting set.
	None.

	3
	Click on Windows Update. In IE5's File menu,
	IE5 opens with Windows Update
	None.

	4
	In IE5, click on File ( Edit with Microsoft word.
	Word opened. An error page is in word instead of the updates page. The error page says that the browser that you are using does not support frames or ActiveX technology.
	Windows Update code did not run


ANALYSES:

· Word 2002 does not run code embedded in HTML during editing.

APPENDIX 13: IE5 Security Zones Testing
CONFIGURATION:

Same as APPENDIX 1: Install Testing
PROCEDURE:

1. Use FDISK to delete the MBR and all partitions on the hard drive.

2. Install Windows 2000 Professional. Have windows setup create a 2 GB partition and format it as FAT.

3. Select default installation options (except network specifics - install Microsoft Network Client, NetBIOS, and TCP/IP).

TEST 13 XE "TEST 4" .  Windows 2000’s IE5 Regression with Office XP Installed– Default Settings

Security Requirement: It is preferred to have COTS software not change other program’s settings.

Test Objective:  Verify that Office XP does not affect IE5’s security settings.

	Step
	Actions
	Results
	Comments

	1
	Change all zones to Low in Control Panel ( Internet Options ( Security.
	Settings set.
	This is the worst possible setup.

	2
	Reboot Windows.
	Windows reboots without incident.
	None.

	3
	Install Office XP Beta with all components.
	Installs without incident.
	None.

	4
	Reboot Windows.
	Windows reboots without incident.
	None.

	5
	Go to Control Panel ( Internet Options ( Security.
	All zones are set to Low.
	Office did not change settings.


ANALYSES:

· Office XP Beta does not change IE5’s security zone settings.

· This reduces unexpected system behavior after installation, but a dangerously set IE5 could leave Office vulnerable to ActiveX from the Internet and other web-based dangers.

APPENDIX 14: Word Template Code Testing
CONFIGURATION:

Same as APPENDIX 1: Install Testing
PROCEDURE:

1. Restore “Office 2000” image created in APPENDIX 6: Baseline Testing to the appropriate partition.

2. Restore “Office XP” image created in APPENDIX 6: Baseline Testing to the appropriate partition.

TEST 14-1 XE "TEST 4" .  Word 2000 – Template Code

Security Requirement: COTS software security settings should behave as expected.

Test Objective:  Verify that the malicious code in a template file can bypass Word’s macro security settings.

	Step
	Actions
	Results
	Comments

	1
	Setup an email account in Outlook, and set the account to leave messages on server.
	Account added to Outlook.
	None.

	2
	Add a dummy name with the email address (being used in this test) in the address book
	Address entry created.
	None.

	3
	Set Word ( Tools ( Macro ( security to High.
	Setting is already set by default.
	This should disable unsigned macros.

	4
	Close the temporary document.
	Word has no documents in its window.
	Now code cannot possibly be saved to a document file.

	5
	Click on Word ( Tools ( Macro ( Visual Basic Editor.
	Microsoft Visual Basic window opened.
	None.

	7
	In the Project panel, double-lick on Normal/Microsoft Word Projects/ThisDocument.
	A plank VBA page appears.
	Normal template is clean.

	8
	Open Melissa in notepad. Copy and past it into the Visual Basic window.
	Melissa code appears in the Visual Basic window.
	The virus exists as a VB subroutine that is declared as "Private Sub AutoOpen".

	9
	Delete the word "Private " from the macro.
	Autopen now appears in the list of macro.
	None.

	10
	Close the VB window and Word.
	No prompt to save appears.
	Since this is the first time using Word, Normal.dot is generated at closing.

	11
	Open a Word document file that contains no macros, but is linked to Normal.dot.
	Word opens the document and then freezes.
	Melissa seems to be running, thus the freeze.

	12
	Wait a minute for something to appear, then open Outlook.
	It is functioning as normal.

The virus message appears in the Sent folder.
	Outlook is not currently doing anything, so the macro must be partially malfunctioning.

	13
	Kill and reopen, without the document, Word, and click on Word ( Tools ( Macro ( Visual Basic Editor.
	Microsoft Visual Basic window opened.
	None.

	14
	In the Project panel, double-lick on Normal/Microsoft Word Projects/ThisDocument.
	Melissa code appears.
	This confirms that Melissa was save into the generation of Normal.dot.


ANALYSES:

· Macros in template files do bypass Word 2000’s macro security setting.

TEST 14-2 XE "TEST 4" .  Word 2002 – Template Code

Security Requirement: COTS software security settings should behave as expected.

Test Objective:  Verify that the malicious code in a template file can bypass Word’s macro security settings.

	Step
	Actions
	Results
	Comments

	1
	Setup an email account in Outlook, and set the account to leave messages on server.
	Account added to Outlook.
	None.

	2
	Add a dummy name with the email address (being used in this test) in the address book
	Address entry created.
	None.

	3
	Set Word ( Tools ( Macro ( security to High.
	Setting is already set by default.
	This should disable unsigned macros.

	4
	Close the temporary document.
	Word has no documents in its window.
	Now code cannot possibly be saved to a document file.

	5
	Click on Word ( Tools ( Macro ( Visual Basic Editor.
	Microsoft Visual Basic window opened.
	None.

	7
	In the Project panel, double-lick on Normal/Microsoft Word Projects/ThisDocument.
	A plank VBA page appears.
	Normal template is clean.

	8
	Open Melissa in notepad. Copy and past it into the Visual Basic window.
	Melissa code appears in the Visual Basic window.
	The virus exists as a VB subroutine that is declared as "Private Sub AutoOpen".

	9
	Delete the word "Private " from the macro.
	Autopen now appears in the list of macro.
	None.

	10
	Close the VB window and Word.
	No prompt to save appears.
	Since this is the first time using Word, Normal.dot is generated at closing.

	11
	Open a Word document file that contains no macros, but is linked to Normal.dot.
	Word warns, "A program is trying to access e-mail addresses you have stored in Outlook. Do you want to allow this?".

Word opens the document and then freezes.
	Word caught Melissa action, but not before it began running.

	12
	Kill and reopen, without the document, Word, and click on Word ( Tools ( Macro ( Visual Basic Editor.
	Microsoft Visual Basic window opened.
	None.

	13
	In the Project panel, double-lick on Normal/Microsoft Word Projects/ThisDocument.
	Melissa code appears.
	This confirms that Melissa was save into the generation of Normal.dot.


ANALYSES:

· Macros in template files do bypass Word 2002’s macro security setting.

TEST 14-3 XE "TEST 4" .  Word 2000 – Macro Vulnerability Patch

Security Requirement: COTS software security settings should behave as expected.

Test Objective:  Verify that the malicious code in a template file can bypass Word’s macro security settings.

	Step
	Actions
	Results
	Comments

	1
	Restore “Office 2000” image created in APPENDIX 6: Baseline Testing to the appropriate partition.
	Windows says that it has finished installing new devices and needs to reboot. System reboots.
	Must be a side affect from restoring with Ghost.

	2
	Install SR1a
	Installation goes as documented, except no successful completion prompt appeared after rebooting windows. Then follow the instructions to re-download SR1 for the second part. The Message, “You already have Microsoft Office 2000 SR-1”, appears. IE was not updated.
	Word 2000 Security Update: Macro Vulnerability indicates that Wd2kmsec.exe requires SR1 to be installed first.

	3
	Install Wd2kmsec.exe from MS01-028
	When installation finished, a successful install message appeared.
	Microsoft Security Bulletin MS01-028 indicates Wd2kmsec.exe to be the vulnerability patch.

	4
	Reboot Windows.
	Windows reboots without incident.
	No special messages appeared.

	5
	Setup an email account in Outlook, and set the account to leave messages on server.
	Account added to Outlook.
	None.

	7
	Add a dummy name with the email address (being used in this test) in the address book
	Address entry created.
	None.

	8
	Set Word ( Tools ( Macro ( security to High.
	Setting is already set by default.
	This should disable unsigned macros.

	9
	Close the temporary document.
	Word has no documents in its window.
	Now code cannot possibly be saved to a document file.

	10
	Click on Word ( Tools ( Macro ( Visual Basic Editor.
	Microsoft Visual Basic window opened.
	None.

	11
	In the Project panel, double-lick on Normal/Microsoft Word Projects/ThisDocument.
	A blank VBA page appears.
	Normal template is clean.

	12
	Open Melissa in notepad. Copy and past it into the Visual Basic window.
	Melissa code appears in the Visual Basic window.
	The virus exists as a VB subroutine that is declared as "Private Sub AutoOpen".

	13
	Delete the word "Private " from the macro.
	Autopen now appears in the list of macro.
	None.

	14
	Close the VB window and Word.
	No prompt to save appears.
	Since this is the first time using Word, Normal.dot is generated at closing.

	15
	Open a Word document file that contains no macros, but is linked to Normal.dot.
	Word opens the document and then freezes.
	Melissa seems to be running, thus the freeze.

	16
	Wait a minute for something to appear, then open Outlook.
	It is functioning as normal.

The virus message appears in the Sent folder.
	Outlook is not currently doing anything, so the macro must be partially malfunctioning.

	17
	Kill and reopen, without the document, Word, and click on Word ( Tools ( Macro ( Visual Basic Editor.
	Microsoft Visual Basic window opened.
	None.

	18
	In the Project panel, double-lick on Normal/Microsoft Word Projects/ThisDocument.
	Melissa code appears.
	This confirms that Melissa was save into the generation of Normal.dot.


ANALYSES:

· The patch does nothing for the tested vulnerability; testing it on Office XP would be pointless.

 TEST 14-4 XE "TEST 4" .  Word 2000 – Complete Patch

Security Requirement: COTS software security settings should behave as expected.

Test Objective:  Verify that the malicious code in a template file can bypass Word’s macro security settings.

	Step
	Actions
	Results
	Comments

	1
	Restore ghost image of Office 2000 made in APPENDIX 6: Baseline Testing.
	Windows says that it has finished installing new devices and needs to reboot. System reboots.
	Must be a side affect from restoring with Ghost.

	2
	Run Windows Update and install Windows 2000 Service Pack 2.
	Left the default set to backup files, Approximately 120 MB of files were downloaded. A dialog box appears that says installation is complete and Windows needs to be rebooted. System reboots.
	No errors have occurred.

	3
	Ran Windows Update again and install DirectX 8.0a.
	Found nothing listed under Critical and IE5SP2 disappeared.
	W2KSP2 must have contained these patches.

	4
	Install DirectX 8.0a from Windows Update.
	A dialog box appears that says Windows must be rebooted. System reboots.
	None.

	5
	Ran Windows Update again and install Internet Explorer Error Reporting and Windows 2000 Compatibility Updates
	A dialog box appears that says Windows must be rebooted. System reboots.
	None.

	6
	Ran Windows Update again.
	found nothing listed under Critical or Recommended
	All Critical and recommended updates installed.

	7
	Browsed to Office Update page (http://office.microsoft.com/ProductUpdates/default.aspx) and clicked on Product Updates.
	A window with an animation appeared for a few seconds. A new page appears with Office 2000 Service Release 1a selectable. Office 2000 Service Pack 2 is grayed-out.
	Update page code appears to be functioning correctly.

	8
	Install Office 2000 Service Release 1a.
	A dialog box appears that says Windows must be rebooted. System reboots.
	Installation occurred just as it did in Test 14-3.

	9
	Browsed to Office Update page and install Office 2000 Service Pack 2
	A dialog box appears that says Windows must be rebooted. System reboots. No dialog boxes appeared after rebooting.
	None.

	10
	Browsed to Office Update page and install Access 2000 and SQL Server 2000 Readiness Update, Word 2000 Security Update: Macro Vulnerability (This is suppose to be the cure for the problem.), PowerPoint SR-1 Update Extended Parsing Vulnerability, Office 2000 SR-1 Update: Web Client Security, and Office 2000 Security Update: UA Control Vulnerability
	A window appears that indicates all five downloads were successfully installed.

Office update reinitialized, and the page no says, “There are no updates available for download. Your Office products are up to date!”.
	All Office updates are installed.

No errors have occurred.

	11
	Reboot Windows.
	Windows reboots uneventfully.
	None.

	12
	Make an image of the patched Office 2000 installation.
	None.
	None.

	13
	Setup an email account in Outlook, and set the account to leave messages on server.
	Account added to Outlook.
	None.

	14
	Add a dummy name with the email address (being used in this test) in the address book
	Address entry created.
	None.

	15
	Go to Outlook ( Tools ( Macro ( Security.
	Setting is High.
	None.

	16
	Go to Outlook ( Option ( Security ( Zone.
	Setting is Restricted sites.
	None.

	17
	Go to Word ( Tools ( Macro ( security.
	Setting is High.
	Setting should prevent Word macro execution.

	18
	Click on Word ( Tools ( Macro ( Visual Basic Editor.
	Microsoft Visual Basic window opened.
	None.

	19
	Open Melissa in notepad. Copy and pasted it into the Visual Basic window.
	Melissa code appears in the Visual Basic window.
	The virus exists as a VB subroutine that is declared as "Private Sub AutoOpen".

	20
	Delete the word "Private " from the macro.
	Autopen now appears in the list of macro.
	None.

	21
	Closed the VB window, save the document as Doc1.doc, and closed Word.
	Document saved.
	None.

	22
	Open a Word document file that contains no macros, but is linked to Normal.dot.
	Word opened. Word warns, "A program is trying to access e-mail addresses you have stored in Outlook. Do you want to allow this?".
	No prompt to execute any macro appeared.

Office caught the virus action. This message appears several times

	23
	Click on Yes.
	Word warns, "A program is trying to automatically send e-mail on your behalf. Do you want to allow this?". This time, Word forces to wait 5 seconds before Yes is enable.
	Office caught the virus action.

	24
	Click on Yes.
	Word froze.
	The macro is either getting busy or is malfunctioning.

	25
	Wait a minute, and then open Outlook.
	It is functioning as normal.
	Outlook is not currently doing anything, so the macro must be malfunctioning

	26
	Click on Send/Receive.
	Did receive the virus email message.

The virus message also appears in the sent and the Outbox folders.
	Virus success.

	27
	Look at virus message.
	Message contains, as an attachment, the document that opened
	Virus success.

	28
	Go to HKEY_CURRENT_USER\Software\Microsoft\Office.
	Melissa key exists.
	Virus success.

	29
	Kill and reopen, without the document, Word, and go to Tools ( Macro ( Security.
	Setting is Low.
	Setting has been lowered. Virus success.


ANALYSES:

· The patches do nothing for the tested vulnerability except prompts for the email actions before they are done; testing it on Office XP would be pointless.
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