Introduction

With Microsoft Office is becoming such a major hacking target and a significant quantity of work is now performed with its use, it is essential to perform a careful evaluation of its security. This Security Test Plan for the Microsoft Office XP Beta provides test descriptions and criteria for accurate and comprehensive security evaluation of the Microsoft Office XP Professional Beta. This document provides for the security test planning, test objectives and test procedures (in the appendixes). Test scenarios, which provide specific parameters, test settings, and values for running each test, are stored electronically and can be easily retrieved. This security test plan (STP) is designed to provide descriptions and procedures of the security tests and success criteria for many of the vulnerabilities that Microsoft Office has suffered from in the past.

Background

Microsoft Office is a Windows/Macintosh-based application program that has been popular for word-processing, spreadsheets, organizing personal data, and email. Its increasing popularity, along with the Windows platform’s increasing popularity, has made it a major target for hackers. The security situation has been compounded by the fact that Microsoft’s Internet Explorer has become a major web browser. Microsoft Office has Internet Explorer integrated with it, thus tying Internet Explorer’s vulnerabilities to Office. Outlook, one of the applications of the Office suit, has been a particularly popular target of hackers. Previous versions of Outlook can read and execute HTML and associated web code (Visual Basic Script, ActiveX, etceteras), all capabilities stemming from the integration with Internet Explorer. This combines with the fact: sending email with exploit script code is among the easiest way to hack a computer system. Word, another Office application, has also played a part in spreading viruses via infected Word documents that were sent as email attachments.

Environment

Releases of Microsoft Office have alternated between versions for Macintosh and versions for Windows. The current version is Office XP, which is a version for Windows.

Office XP Professional can run on Microsoft Windows 98, ME, NT 4.0, 2000, and XP; though due to limited resources, Office XP Professional is only tested on Windows 2000. Windows 2000 is picked since it is one of the few versions of Microsoft Windows that has good security features, and it is a version that is well established at the time of this suit of tests.

The operating system and Office suit is installed on an Intel Pentium based computer with an Ethernet connection to a high-speed, always-on connection to the Internet.

Scope

The first step in devising a set of vulnerabilities is looking at the vulnerabilities that the previous version of Office had. Since Office XP has no new features that have an obvious potential for creating new vulnerabilities, no tests were devised specifically for looking for new vulnerabilities. Next, the test list of vulnerabilities has to be reduced to a manageable set of vulnerabilities that can be readily verified for existence or nonexistence. Various versions of Office have suffered from many buffer-overflows in various parts of the suit. These buffer-overflows occur intermittently and with various results, thus there are not suitable for systematic security testing. A few other vulnerabilities were also eliminated from the test list, since they are obscure, and users would rarely be in danger of them.

With the remaining list of vulnerabilities, there are only two types of vulnerabilities. One type is insecure user settings. Such settings can occur by default or by environmental factors (i.e. the presence of earlier versions). Settings simply need to be read. No exploits need to be involved in checking settings. The other type of vulnerabilities is a feature that provides too much functionality that is more of a threat than useful (i.e. reading email with script code being run from the a message). To test such vulnerability, an exploit that utilizes that vulnerability must be picked and tested in a controlled environment in which the vulnerability is known to operate to make sure that it functions correctly, then the vulnerability needs to be run against the software being tested. This last part often needs to be done many times, each with different security settings to test how the settings affect the feature’s behavior. A real exploit is not always necessary, in some tests, non-harmful code is used to demonstrate the existence of a feature that can have unintended consequences for a user. When using non-harmful code, a control test is not necessary, since only a feature is being observed instead of an exploit.

Tests

The security tests of the Microsoft Office XP Beta are performed in a series of tests. Each test verifies the existence or absence of security vulnerability, except “Install” and “Functionality”, which are tests to observe whether Office XP is installed and functional, respectively. The areas security testing that are conducted:

· Install:  Observe and record the installation of Office. This confirms that Office setup is operational, and it behaves as expected. Observe whether Office XP reverts any patches that Windows 2000 has installed.

· Functionality:  Conduct various operations in Office. This confirms that the applications are operational, and they behave as expected.

· Outlook Attachments:  This tests how securely Outlook handles attachments of email messages. Many worms and viruses are spread from e-mail attachments, especially in Outlook. Email messages are received with a DOS batch file and the Love Letter virus as attachments. Attempts are made to open the attachments.

· Outlook HTML:  This tests how securely Outlook handles HTML formatted email messages. Malicious scripts embedded HTML can potentially be executed when it is viewed. Email messages are received, one that contain a URL, one that is HTML formatted with a VBS script, and one that is HTML formatted with a embedded Java. Attempts are made to interact with the messages as you do on a web browser.

· Word Disable Macro:  Test Word’s security setting to disable macros. This tests how completely macros be disabled in Word. Many worms and viruses are spread from macros. An attempt to execute a macro from word is made.

· Baseline:  Record the default security settings of Office and Internet Explorer.  Default security settings are the setting that most users use de facto, since most users are not concern about security.

· Word Enable Macro:  This tests how securely macros run in Word. Many worms and viruses are spread from macros. Attempts to run Melissa from Word are performed, and the resulting actions of Word and Outlook are recorded.

· Outlook Macro:  This tests how securely macros run in Outlook. Many worms and viruses are spread from macros. Melissa only works from word, so Michael Warner II made a variation called Michaelissa that works from a VBA module in Outlook. The resulting actions of Outlook are recorded.

· Malicious Internet – Internet Explorer:  Test Internet Explorer’s ability to utilize Office’s vulnerability. Malicious scripts embedded HTML can potentially be executed when it is viewed. A web page containing a UA ActiveX exploit is viewed with Internet Explorer, and changes to Word’s security settings is observed.

· Office Upgrade:  Observe and record the installation of Office XP over an existing installation of Office 2000. This tests how completely and correctly, Office XP will replace Office 2000 in a Windows installation. Many users who will use Office XP will be installing it over Office 2000. Windows users tend to not be careful with such operations.

· Malicious Internet – Netscape Communicator:  Test Netscape Communicator’s ability to utilize Office’s vulnerability. Malicious scripts embedded HTML can potentially be executed when it is viewed. A web page containing a UA ActiveX exploit is viewed with Netscape Communicator, and changes to Word’s security settings is observed.

· Word HTML:  This tests how securely Word handles HTML. Malicious scripts embedded HTML can potentially be executed when it is viewed. Internet Explorer is used to open, in Word, a web page with Visual Basic script.

· Windows 2000’s IE5 Regression with Office XP Installed– Default Settings: See what affect Office XP’s installation has on Windows 2000’s IE5’s security zones settings. Having settings changed by Office XP’s installation can cause unexpected system behavior.

· Word Template Code: This tests how securely Word handles templates that contain macros. Many worms and viruses are spread from security holes. Melissa is copied into a Visual Basic module in Word when Word is running for the first time after installation, and Word is then closed, causing a the default template to be created. A new default document is open to observe if Melissa is in the default template and the actions that Melissa takes, if any. Word 2000 patches are available to prevent template security problems, but are ineffective for Word 2000, so patch testing for Word 2002 is not performed.

Procedure

The tests provided in this document are inherently tedious and manual. Automation is not possible. Microsoft Windows 2000 can log many events, but most events that need to be monitored in this test plan are not logged or cannot be easily identified in the log files.

This test plan does not involve regression testing. Instead, it involves A-B testing, where one setup is the new application (Office XP Professional Beta) that is being tested, and the other setup is an older version of the same application (Office 2000 Standard original release) that behavior is known and is being used as a control in the same environment to verify the improvements in that environment. The exact same environment (hardware, OS, drivers, patches) shall be used for all tests in a test series. To insure this, Norton Ghost images shall be taken immediately after Office is installed. An image shall be taken for each Office installation, but not for the OS, since a common OS image is not transferable across partitions. When a test requires refreshing the environment, a Ghost image shall be restore to minimize time and mistakes.

Results

Installing Office XP Professional Beta clean, or as an upgrade over the previous Windows version of Office (2000), goes smoothly, and does not adversely effect Windows 2000’s nor Internet explorer 5’s security settings. The default security settings are the highest possible in clean and upgrade installations, stronger than Office 2000. It has a few minor functionality problems (improper database conversion from Access XP to Access 2000, Outlook’s mail account settings test wizard does produce erroneous errors, and Outlook sometimes crashes when issuing commands). Those minor problems do not interfere with security or with the overall functionality of the suit.

Outlook 2002 does not allow users to open email attachments that are executable or scripts.

Outlook 2002 does not automatically open URLs, and when a user manually clicks on a URL, the corresponding page opens in the default browser. Even if the default browser is Internet Explorer, the security applied to the web page comes from the browser instead from Outlook. Outlook 2002 will not run scripts and ActiveX that are embedded in HTML formatted email messages.

Word 2002 can be set to completely block the running of unsigned macros that are embedded in a Word document file. With the lowest possible security settings, malicious Melissa code embedded in a document does not cause a general macro warning prompt in Word 2002, but Word does give specific warning prompts for the macro accessing the address book and sending email messages via Outlook. Even when all actions are allowed by the user, Melissa could only write to Window’s registry. It could not send email messages. When set to “medium”, Word’s macro security setting does successfully give user warnings before running a macro.

With the lowest possible security settings, malicious Michaelissa code place in a module does not cause a general macro warning prompt in Outlook 2002, but Outlook does give specific warning prompts for the macro accessing the address book and sending email messages via Outlook. Even when all actions are allowed by the user, Michaelissa could only create and send the text portion of the email message, not the infected attachment.

With the highest settings possible, Word 2002’s security setting can be changed without waring by the UA ActiveX control code ran from a web page via Internet Explorer, while Netscape Navigator 4.77 did not run the ActiveX control.

Word 2002 does not run scripts that are embedded in a web page, which is being viewed.

With the highest possible security settings, Melissa was inserted into the default template when that template is generated for initial use without any warnings or prompts to save changes to the template, and Melissa started running from a template without a general macro warning from Word 2002. Word did give a warning for macro accessing the address book and then froze before any actual viral action occurs. 

Conclusion

Microsoft Office XP Professional Beta passed most security tests. It still has some of the security problems of its previous versions. Fortunately, most security problems that existed in the previous Windows version of Office (2000) have been eliminated or reduced in Office XP. No new vulnerabilities have been found during the testing. This does not mean that no new vulnerabilities exist, since looking for the unknown is more difficult than the known, especially if it occurs intermittently. The advice of using Netscape Communicator instead of Microsoft’s Internet Explorer still has merit. Internet Explorer can run ActiveX, which still poses a danger to Office XP Professional, while Netscape Communicator 4.77 cannot. Caution must still be exercised with this new version of Office when it comes to security. The user must still configure Internet Explorer to the desired security settings (do not run unsigned ActiveX code, set the various security zones for intranet and Internet use, etceteras). Users need to be cautious when clicking on URL links inside Outlook email messages or inside any thing else that is viewed inside an Office application, since this will trigger the default web browser, thus bypassing any security settings of Office XP. One security problem remains that is very dangerous; Word template files can run macros regardless of Word’s security settings. What makes this very dangerous is it is unexpected, and cannot be anticipated by users who are not aware of this flaw specifically.

